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Abstract

operate [2], [5], [6]. Compared to an outsider, insiders
typically have some level of access, authorization,
and/or advanced organizational knowledge [4]. The
insider threat occurs when trusted members of an
organization “behave in ways that put our data, our
systems, our organizations, and even our businesses’
viability at risk” [7, p. 169]. Table 1 shows a more
granular breakout of insiders by category of malicious
intent developed by the Carnegie Mellon University’s
Software Engineering Institute’s Computer Emergency
Response Team’s (CERT) Division Insider Threat
Center [8]. These categories include espionage,
intellectual property (IP) theft, fraud, and information
technology (IT) sabotage [8], [9]. Table 1 includes a
definition of each category and the general
characteristics of insiders extracted from past cases in
these categories.

Efforts to understand what goes on in the mind of
an insider have taken a back seat to developing
technical controls, yet insider threat incidents persist.
We examine insider threat incidents with malicious
intent and propose an explanation through a
relationship between Dark Triad personality traits and
the insider threat. Although Dark Triad personality
traits have emerged in insider threat cases and deviant
workplace behavior studies, they have not been labeled
as such and little empirical research has examined this
phenomenon. This paper builds on previous research
on insider threat and introduces ten propositions
concerning the relationship between Dark Triad
personality traits and insider threat behavior. We
include behavioral antecedents based on the Theory of
Planned Behavior and Capability Means Opportunity
(CMO) model and the factors affecting those
antecedents. This research addresses the behavioral
aspect of the insider threat and provides new
information in support of academics and practitioners.

Table 1. Insider threat categories. Adapted
from [5], [9]–[13]
Category
Espionage

1. Introduction
Computer and internet related crimes continue to
rise, and Information Systems (IS) security continues
to be one of the top managerial concerns [1], [2]. Of
the IS security concerns, one of the greatest is the
organizational insider [2]. Statistics regarding these
internal sources of human threats have been
underreported by organizations, due to fear of loss of
reputation [2]. Breaches from an organizational insider
are viewed as more costly than those from the outside
[1].
In light of the insider threat, researchers are
recognizing that security efforts must account for
individual, social, and organizational influences, and
that security controls must expand outside of an almost
entirely technological approach to detection [1], [3].
Insiders have unique access to information systems
[4]. They are often classified by role, such as
permanent and temporary employees, vendors,
contractors,
suppliers,
or
ex-employees,
or
characterized in terms of the boundary in which they
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IT
Sabotage
Fraud
Theft of IP

Definition
Classified or
proprietary info to
foreign entities
Inflict damage on
some area of
organization
PII or customer
info that leads to
identity crime
Steal trade
secrets,
customer info

Insider Profile
Currently
employed, citizen,
non-technical
Former employee,
technical, outside
normal hours
Non-technical
current employee,
authorized access
Technical current
employees,
authorized access

Exploration of insider threat detection through
examination of what goes on inside the mind of an
insider has taken a back seat to information systems
research and development of increasingly complex
technical measures, particularly with regard to design
and implementation [3], [14]. Although increasingly
comprehensive technical controls prevent undesirable
behavior, they can give a false sense of problem
identification and solution, and the insider threat may
3518
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behavior [16]. Paulhus and Williams [17] brought
attention to three personality characteristics that were
not redundant, but had empirical and conceptual
overlap, and that could only be accounted for in part by
the Big Five personality factors. This construct is
known as the Dark Triad of personality.

still happen. For example, former NSA analyst Ronald
Pelton, convicted of espionage, memorized what he
read and wrote it down, thereby subverting technical
detection mechanisms [14].
Not only can insiders thwart technical detection,
such mechanisms are limited to post-hoc detection of
actual insider threat activity. They fail to provide
indication and warning of imminent, rather than active
insider threat activity.
This research distinguishes between insider threat
ability and insider threat probability, by focusing on
the root cause of the insider threat—motivation. We
contend that the insider threat problem is a subjective
issue of an individual’s underlying psychology, and
therefore, insider threat detection cannot be solved by
objective technology alone [14].
This article seeks alternate explanations of insider
threat behavior, thereby providing new signals useful
for detection. We extend Dark Triad theory as an
alternative explanation coupled with negative attitude
and malicious intent as predictors of insider threat
viewed through the lenses of the Theory of Planned
Behavior and the Capability, Motive, and Opportunity
(CMO) model. The motive and trigger (initiating
negative event) constructs are external antecedents to
the internal thought processes of the insider.
The remainder of the paper is outlined as follows.
First, we position our discussion of Dark Triad
personality traits as an extension of the Five-Factor
Model (FFM) of personality, and provide definitions.
Next we discuss past research and illuminate important
research gaps. Then, we introduce constructs related to
our proposed theoretical model based on the Theory of
Planned Behavior and the CMO model supporting a set
of 10 theoretical propositions. Finally, we provide a
theoretical model and conclude with future research
and concluding comments.

2.1. Dark Triad Personality Traits
The Dark Triad are considered socially aversive
personalities and are categorized as Machiavellianism,
narcissism, and psychopathy [17].
Common
personality characteristics shared by all three traits
include a socially malevolent character, selfpromotion, emotional coldness, duplicity, and
aggressiveness. The Dark Triad personality traits are
also collectively associated with feelings of superiority,
privilege, lack of remorse, lack of empathy, and a
tendency to exploit others [17].
Machiavellianism is considered the manipulative
personality [17]. It refers to personality characteristics
that reflect relational strategies marked by self-interest,
deception, and manipulation [18].
Machiavellian
personalities are likely to exploit others, are unlikely to
be concerned about others beyond their own selfinterest, and the personality is negatively correlated
with empathy.
Narcissism is a subclinical form of the clinical
personality disorder retaining the clinical elements of
grandiosity, entitlement, dominance, and superiority
[18].
Individuals displaying narcissism have an
inflated self-view and focus largely on themselves
[19].
Psychopathy, like narcissism, is adapted to the
subclinical level from a clinical personality disorder
[17]. Characteristics of psychopathy include high
impulsivity and thrill-seeking along with low empathy
and low anxiety [17]. Three significant qualities that
characterize psychopathy include an arrogant and
deceitful interpersonal style, deficient affective
experience, and impulsive and irresponsible behavior
[18].
Dark Triad personality traits are distinct from the
Big Five personality traits yet show correlation. For
example, a negative correlation was found with
agreeableness for all three of the Dark Triad traits [17],
[20]. Psychopathy was found to be marked by low
neuroticism [17]. Machiavelli and psychopathy both
show low levels of conscientiousness, and narcissism
shows small positive associations with cognitive ability
[17].
Recent research has shown that Dark Triad traits are
informative in predicting workplace behavior [20]. In
fact, Dark Triad personality traits have come up
frequently in insider threat research and studies of

2. Theoretical Background
The development of the Five-Factor Model (FFM)
is a result of the search for a structure of personality
and has wide acceptance among personality
researchers [15]. The Big Five traits consist of five
constructs of personality that are a robust structure
across major personality inventories and across
cultures. These include extraversion, agreeableness,
conscientiousness, neuroticism, and openness to
experience [15].
The FFM has faced criticism for failing to fully
account for all individual differences in personalityrelated human behavior, particularly traits reflecting
antisocial behavior [16]. Recent research has shown
that additional traits and dimensions can be added to
the present FFM to represent socially malevolent
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insider threat cases at the individual level, although the
studies have not labeled these traits as formal
constructs for explaining insider behavior [21]. For
example, insider threat research uses the term
antisocial behavior to describe malicious insiders with
regard to workplace deviance [7]. Independent of the
FFM or Dark Triad models, researchers have identified
lack of empathy and sense of entitlement as personality
characteristics with direct implication for risk for
insider threat [22], [23]; yet, lack of empathy is
associated with all three Dark Triad personality traits,
and sense of entitlement is included under narcissistic
traits [17], [18].
Current research has reported insider threat cases
with personality characteristics similar to Dark Triad
personality traits [9]. For example, many convicted
insiders were documented as “outwardly charming but
manipulative sociopaths who appeared normal” [9, p.
75]. Specific case examples include Aldrich Ames,
who was reported to have suffered from a narcissistic
personality disorder that caused him to believe he was
bulletproof, and former FBI agent Robert Hanssen,
who was reported to lack a conscience [9]. Table 2
shows documented insider threat cases with known
Dark Triad personality characteristics:

insiders, or constructs between general personality
traits (specifically Dark Triad) and insider threat
behavior. Research has linked the FFM to deviant
workplace behavior through the Theory of Planned
Behavior, with personality traits determined to be
antecedents of attitude, and in some cases the
personality traits directly linked to intent, preceded by
past behavior, or proposed to predict behavior directly
[24]–[26].
Addressing this gap in the literature, we propose a
comprehensive model of the internal thought process
of the insider threat, using the Theory of Planned
Behavior, based on the idea that Dark Triad personality
traits will influence insider threat behavior when
attenuated by the presence of the immediate factors of
attitude and intent. As research has linked the FFM
with deviant workplace behavior, we propose
replacement of that construct in our model with Dark
Triad personality traits based on apparent relationship
of the traits. The relationship of the traits is particular
to agreeableness, which past research has shown to
have a negative relationship with workplace deviant
behavior [26]. Based on a positive correlation between
low agreeableness and all three Dark Triad personality
traits, we propose that Dark Triad personality traits will
also have a positive relationship with workplace
deviant behavior, specifically insider threat, through
connecting constructs attitude (specifically negative
attitude) and intent (specifically malicious intent) in the
Theory of Planned Behavior model [26], [27].
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Table 2. Insider threat cases and Dark Triad
personality characteristics. Adapted from [9].

2.2. Negative Attitude
Attitude in general refers to a dichotomous
evaluation of a psychological object, characterized by
dimensions such as positive-negative, favorableunfavorable, good-bad, and likable-dislikable [28],
[29]. The expectancy-value model contributes to the
conceptualization of attitude by including the ideas of
formation of beliefs, association of belief with an
attribute regarding the object, and overall attitude
being determined by subject value of object attributes
in interaction with strength of association [28].
Attitudes are relatively stable with an individual’s
core beliefs as their foundation, typically manifesting
with a positive or negative shift. Attitude is also often
regarded in terms of an automatic process of cognitive
formation and from a multi-component view including
cognition as well as affect, inclusive of beliefs and
feelings regarding an object [28]. Strong attitudes are
stable over time and believed to be resistant to
persuasion. For strong attitudes, cognitive flexibility
and willingness to change one’s attitude is lower from
early to middle adulthood and then increases in late
adulthood [28].

Although Dark Triad personality traits have
emerged in insider threat cases and deviant workplace
behavior studies, little empirical research has been
done to study the comprehensive internal processes of
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insider behaviors, we must analyze all possibilities,
intentional or not, with or without malicious
motivation [7, p. 172]. In insider threat research,
insider threat intent is most often differentiated by
either the terminology malicious intent or the opposite
construct that uses the terminology no malicious intent,
without malicious intent, well intentioned, inadvertent,
unintentional (we will refer to this construct as
unintentional insider threat (UIT) based on CERT
insider threat research [2], [7], [21], [33]. Malicious
intent refers to a desire to cause harm to an
organization or its information assets [2] and is the
basis of the four categories of malicious insider
incidents previously characterized in Table 1.
Malicious intent leading to the four categories of
criminal insider threat in Table 1 is the specific
construct in this study, due to the proposed connection
to Dark Triad personality traits and deviant insider
threat behavior. In legal literature, this type of intent is
referred to as malice. Malice refers to wrongful
intention or ill will (malevolence) and is defined as the
intent to commit a wrongful act without justification
[35].
Aside from intent, the legal term malice can also be
applied to behavior and ulterior intent (motive).
Insider threat research uses the word malicious to
describe many potential elements of an insider threat
nomological net to include intent, behavior, the
individual, means, and motive [2], [3], [7], [9], [22],
[37]–[42]. This extension of the legal term malice in
the insider threat context demonstrates not only the
legitimate exploration of legal literature for
terminology in this paper but also the necessity of a
study of the internal workings of an insider to
determine who, what, when, where, how, and why
malice exactly relates to a potential insider threat
incident in order to apply an appropriate control.
In legal literature, insider threat malicious intent is
comparable to the criminal intent of a defendant
expressed in the concept of mens rea (Latin for “guilty
mind”), which refers to the mental state of an
individual that must be proven by the prosecution in a
criminal case [30], [35]. The legal definition of intent
refers to the state of mind accompanying an act,
particularly an illegal act, coupled with the
determination to do it [35]. Although tort law focuses
more on negligence, tortious intention involves the
element of deliberateness to do harm or conscious
indifference to risk (recklessness) and can be a stronger
basis for fault in a civil case [30].
In contrast to malicious intent in insider threat
literature, an UIT is considered as such if an insider
inadvertently causes harm to the confidentiality,
integrity, or availability of organizational resources
[33]. User error or ignorance can result in denial of

Attitude serves a number of functions. These
include adaptation to the environment, social
adjustment, and ego defense [28]. Attitude is the
construct that serves as the seat of bias for judgment
and memory. A focus of continued research is the
ability of attitudes to predict behavioral intentions and
behavior.
For this paper, we view attitude as a dichotomous
variable (i.e., positive or negative) and present the idea
that a negative attitude should be associated with Dark
Triad personality traits and subsequent deviant insider
behavior. Viewing the insider threat through the lens
of Dark Triad personality traits coupled with the
Theory of Planned Behavior, we offer the following
proposition.
Proposition 1: Dark Triad personality traits
positively influence negative attitude in an insider
threat incident.

2.3. Malicious Intent
Research has shown attitudes and personality traits
to have poor predictive validity on behavior; they are
implicated in human behavior, but their influence is by
the presence of the immediate factor of intent [27]. In
philosophical and legal literature, the concept of intent
in relation to behavior is predicated on an individual’s
choice and is related to the ideas of consequences, aim,
purpose, and objective [30]. Intent often includes the
concept of desire, and is distinguished from trying, as
an individual can intentionally refrain from a behavior
without trying to do so in the case of omissions [30].
According to the Theory of Planned Behavior,
intention to engage in a behavior is an indication of an
individual’s willingness to engage in the behavior in
the presence of a given person or object and how much
effort they are planning to exert in order to execute it
[27], [31]. If intention to engage in a behavior is
stronger, performance of that behavior has a higher
likelihood [27]. Intention in this context also includes
the idea that an individual is able to decide at will
whether or not to perform the behavior, meaning the
behavior is under volitional control [27].
The Theory of Planned Behavior combines intent
and motive in the same construct, as it states
“intentions are assumed to capture the motivational
factors that influence a behavior” [27, p. 181].
Although confusion as to whether or not intent and
motive are the same construct has occurred in the many
venues [30], [32], insider threat and legal literature
consider them separate concepts [9], [10], [21], [22],
[30], [33]–[36].
Insider threat research differentiates intent and
motive as it states “to prevent or mitigate threating

3521

Authorized licensed use limited to: Emory University. Downloaded on September 21,2020 at 12:33:07 UTC from IEEE Xplore. Restrictions apply.

service. For example, in 2007 Alex Greene tried to
update his subscription to a Department of Homeland
Security intelligence bulletin but mistakenly hit “reply
all” and sent more than 2.2 million emails resulting in a
shutdown of the email server after 7,500 emails were
sent. The intent behind UIT can be difficult to
determine. These events can result from mistakes,
naiveté, or purposeful but nonmalicious violations of
known security policy [7]. Although we are not
focused on UIT for this study, it is important to note
the difference in the literature for model clarity.
Like insider threat research, legal literature also
separates intent and motive, as it states “the
wrongdoer’s immediate intent, if he has one, is his
purpose to commit the wrong; his ulterior intent, or
motive is his purpose in committing it” [34, p. 659].
For this study, we will separate intent and motive, and
focus on malicious intent, based on insider threat and
legal literature and our desire to separate the internal
thought processes of the insider from the external
antecedents that motive often embodies. We will thus
use a cross discipline based definition of malicious
intent, as follows: having the malevolent desire and
willingness to engage (or fail to engage) in a wrongful
act and subsequently making the decision to do so [27],
[31], [34], [35]. For this paper, our proposal of Dark
Triad personality traits is in relationship to insider
malicious intent as opposed to UIT due to the inclusion
of malevolence in both the definitions of malice [35]
and in reference to Dark Triad personality traits [17].
We propose malicious intent as a predictor of insider
threat behavior based on the Theory of Planned
Behavior and we offer the following propositions.

accidentally? The second is: If he did it intentionally,
why did he do it? The first is an inquiry into his
immediate intent: the second is concerned with his
ulterior intent, or motive” [34, p. 660].
For this study, although motive will be separated
from intent, we propose a direct relationship between
the constructs. “An intention to do anything is
consistent with any number of motives, and may
remain unchanged while the motives vary” [34, p. 658]
and “multiple motivations may map into a single
intent” [42, p. 15]. We propose motive as a predictor
of intent as even though motivation may derive from
inside the organization or outside (i.e., personal) [7],
the individual still makes a decision to act and then
does so based on the Theory of Planned Behavior. We
offer the following proposition.
Proposition 4: Motive positively influences
malicious intent in an insider threat incident.

2.5. Perceived Behavioral Control and
CMO Model
The premise of the perceived behavioral control
construct from the Theory of Planned Behavior is that
to the extent a person has the needed resources and
opportunities (and intention) to perform a behavior, he
or she should succeed in doing so [27]. Perceived
behavioral control is another way of describing the
idea of ability; it is predicated on the idea that behavior
is strongly influenced by an individual’s confidence in
their ability to perform it and denotes the subjective
degree of control over it [27], [29]. This confidence in
ability and perceived degree of control depends on
nonmotivational factors such as availability of
resources (or capability, such as money, skills,
cooperation) and opportunities [27], [29].
Our model captures the capability and opportunity
factors in this perceived behavioral control construct
and proposes them as antecedents of intent and insider
threat as an extension of the Theory of Planned
Behavior, as according to the Theory of Planned
Behavior, perceived behavioral control together with
behavioral intention can be used to directly predict
behavior [27].
We reinforce this proposal of
antecedents of the specific behavior of insider threat by
drawing from insider threat literature Capability Means
Opportunity (CMO) model and developing a novel
construct combination that fills a gap in the literature
with an enhanced behavioral picture of an insider.
The CMO model is widely cited in insider threat
research as a model to understand the nature of insider
threat incidents particularly as a platform for research
of detection and prevention [7], [12], [22], [45]–[47].

Proposition 2: Negative attitude positively
influences malicious intent in an insider threat
incident.
Proposition 3: Malicious intent
influences an insider threat incident.

positively

2.4. Motive
One’s motive is the reason why he or she engages in
a behavior or intends its consequences [30]. Motive is
often predicated on the evidential circumstance of
external circumstances likely to incite an emotion [35].
Examples of insider threat motives include financial
gain, curiosity, ideological, thrill, political, personal
gain, revenge, ego, religion, terrorism, and competitive
advantage [4], [10], [22], [43], [44].
Motive is often referred to as ulterior intent [34],
[35]. “Every wrongful act may raise two distinct
questions with respect to the intent of the doer. The
first of these is: How did he do the act - intentionally or
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configurations on systems and data, lack of
management support for information security, no
vulnerability scanning or auditing, failure to implement
job rotation or separation of duties, ineffective hiring
screening process, and lack of formalized termination
procedures where insiders maintain credentials [22],
[51], [53]. Viewing opportunity as the ability to exploit
a vulnerability through the Theory of Planned Behavior
and CMO model, we offer the following propositions.

The CMO model is related to the concept and acronym
of SKRAM [48]–[50], which typically characterizes a
threat and is comprised of skills, knowledge, resources,
authority, and motives. These characteristics
comprising SKRAM are related to the threat source
means or capability and the opportunity is related to
the vulnerability separate from SKRAM, legitimizing
the use of the evolved CMO model for this study [12],
[46], [50]–[52].
The CMO model in insider threat research evaluates
individual, interpersonal, and organizational factors
and postulates that in order for a successful insider
threat incident to occur, a perpetrator must have the
capability to commit an attack, the motive to do so, and
the opportunity to commit the crime [7], [22], [46],
[47]. Insider threat literature states that for an insider
threat to be able to abuse an organization’s assets,
motivation, capability & opportunity are the factors
that make it possible [22]. The construct of motive has
been broken out separately in our proposed model from
the CMO model based on theoretical background
previously presented and our discussion surrounds
capability and opportunity.
Capability refers to the threat level of the insider
based on dimensions such as sophistication of the
insider, insider’s access rights to the system and
information, and knowledge level of specific
organizational systems [12], [22], [50]. Capability of a
potential insider threat source can also be characterized
by skills, where the insider has expertise with regard to
a particular information systems target, and the tactics
used by the insider (for example, the type of attack)
[50]. “What makes dishonest employees such a
devastating threat is often the high quality of these
attributes which are gleaned from the organization”
[49, p. 2]. Viewing capability as the threat level of a
potential insider threat source through the lenses of the
Theory of Planned Behavior and CMO model, we offer
the following propositions.

Proposition 7: Opportunity positively influences
malicious intent in an insider threat incident.
Proposition 8: Opportunity positively influences
an insider threat incident.

2.6. Trigger
Finally, we examine the concept of a trigger as a
positive influence on attitude and motive. A trigger is
a negative event, often unexpected by an insider, that
initiates cognitive processing [6].
Examples of
organizational triggers include abusive supervision,
negative evaluations, and loss of employment [6].
Examples of negative events that influence insider
beliefs, such as perceived injustices in cognitive
processes include being passed over for a promotion,
losing control of a critical system or application, failure
to receive a bonus or raise, the hiring of a new
supervisor, and demotions [10]. The beliefs, such as
perceived injustices, resulting from these negative
organizational events and the initial stage of the
cognitive processing of the events are considered part
of the attitude construct [6], [28]. Based on the idea
that a trigger initiates the cognitive processing, we
offer the following proposition.
Proposition 9: Trigger positively influences the
effect of negative attitude in an insider threat
incident.

Proposition 5: Capability positively influences
malicious intent in an insider threat incident.

A trigger can also either create or intensify a
motive. “To identify precursors for a particular
environment, it helps to identify motivators that might
trigger malicious insider activity. Harrison identified
three motivators: greed, political, and anger…Anger
can potentially lead to sabotage activities. In this case
it is easiest to identify associated triggers that may
create or magnify anger.
These might include
termination, demotion, excessively increased or
decreased responsibility, or significant lack of
management support”[54, p. 4]. Accordingly, we offer
the following proposition.

Proposition 6: Capability positively influences
an insider threat incident.
Opportunity refers to the insider’s ability to exploit
the vulnerabilities of an organization’s information
systems [22]. Vulnerabilities are weaknesses in an
information system that may allow a threat (insider
threat) to cause a compromise of the system through
the window of opportunity [48].
Examples of
opportunities or security loopholes that can be easily
exploited by insiders include unclear, outdated, or
nonexistent security policies, poor access control
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Proposition 10: Trigger positively influences the
effect of motive in an insider threat incident.

reverse engineering an insider threat incident is
through profiling [46], and this study illuminates a new
way for behavioral profiling through examination of
Dark Triad personality traits, thus providing new
signals for detection. Practical use of this research
includes organizational use of a Dark Triad personality
survey instrument similar to [56] to evaluate new
employees, similar to how they use Myers-Briggs Type
Indicator (MBTI) assessment and the Adjective Check
List (ACL) to identify personality and psychological
traits. We propose that future research explore these
relationships empirically through analysis and testing
of previous insider threat cases.

2.7. Proposed Theoretical Model
Based on these 10 propositions, we propose the
theoretical model shown in Figure 1.
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